At National Online Safety, we believe in empowetring parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide foclises on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents and Carers Need to Know about
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WHAT ARE SOCIAL BOTS?

_-Bots are computer-generated accounts which sit on social media, masquerading as humans.
While'many are harmless or even have good intentions, others are designed to extort, sell
products, spread propaganda or bully human users. Bots — short for ‘robots’, of course — are

often confused with state-funded troll accounts; the two can be difficult to tell apart.
However, if the results are the same, then both should be treated similarly.
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ugely difficult, even for an untrained eye. engaging them, they wouldn’t pose a problem. to be cautious: warn them of potential risks.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on ohe app of many which we believe trusted adults should be aware of. Pledase visit www.nationalonlinesafety.com for further guides, hints and tips for adulits.
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Snapchat is a photo- andjvideo-sharing app which alsolallows users to chat with friends via text or audio.
Users can share imagesiand videos with specific friends, orithrough a ‘story’ (documenting the previous
24 hours) visible to their entire friend list. Snapchat usage rose during the pandemic, with many young
people utilising it tolconnect with their peers. The app continues to develop features to engage an even
larger audience,and emulate current trends, rivalling;platforms such as TikTok and Instagram. -
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| WITH STRANGERS @ ®AY Sexting continues to be a risk

Even if your child only connects on pospciotad witiggapehat. The apprs

- ‘disappearing messages’ feature
the app with people they know, they B
may still receive friend requests from Fake st casyliigroung people (teens

re I3 : | in particular) to share explicit images
strangers. Shapchat’s links with apps ¢ . :
such as Wink and HOOF have on impulse. While these pictures do
it

> y hoho 5 disappear - and the sender is notified
increased this possibility. Accepting if it hpaps been screenshotted first —

| users have found alternative methods
to save images, such as taking
_pictures with a separate device.

'DAMAGE TO CONFIDENCE

| Snapchat’s filters and lenses & ¢ *
are a popular way for users to |
enhance their ‘selfie game’. :
Although many are designed to

8 entertain or amuse, the ‘beautify’
filters on photos can set unrealistic
body image expectations and create
feelings of inadequacy. Comparing
themselves unfavourably against
other Snapchat users could
threaten a child’s confidence
or sense of self-worth.

then disclosing personal information
through the Story, SnapMap and
Spotlight features. This could allow
predators to gain their trust for
sinister purposes.

~ EXCESSIVE USE

There are many features that
are attractive to users and

' keep them excited about the

. app. Snap streaks encourage
users to send snaps daily,
Spotlight Challenges give
users to the chance to obtain
money and online fame, and the
Spotlight feature’s scroll of
videos makes it easy for children

to spend hogrs watching content. . y : ' B e LY VISIBLE LOCATION
INAPPROP \

Some videos and posts on Snapchat
are not suitable for children. The
hashtags used to group content are
determined by the poster, so an
innocent search term could still yield
age-inappropriate results. The app’s
Discover function lets users swipe

’ through snippets of news stories ‘Q
and trendin? articles that often &
include adult content. There & \

is currently no way to turn } &

off this feature. e ’ / " iy
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TALK ABOUT SEXTING

It may feel like an awkward conversation

(and one that young people can be reluctant
to have) but it'is important to talk openly and
non-judgementally about sexting. Discuss the
legal implications of sending, receiving or
sharing explicit images, as well as the possible
emotional impact. Emphasise that your child
should never feel pressured into sexting — and
that if theY receive unwanted explicit images,
they should tell a trusted adult straight away.

BE READY TO BLOCK AND REPORT

da request means that children are ’

My Places lets users check in

A and search for popular spots
nearby — such as restaurants,
parks or shopping centres —
and recommend them to their
friends. The potential issue with
da young person consistently
checking into locations on
Snapchat is that it allows other users
in their friends list (even people they
have only ever met online) to see
where they currently are and where
they regularly go.

e

TURN OFF QUICK ADD . CHOOSE GOOD CONNECTIONS

The Quick Add function helps people f‘ - Snapchat has recently announced that it

find each other on the app. This is rolling out a new safety feature: users

function works based on mutual ~ will receive notifications reminding them of the
friends or whether someone’s number . importance of maintaining connections with people
is in your child’s contacts list. Explain to your . they actually know well, as opposed to strangers.
child that this feature could potentially make . This ‘Friend Check Up’ encourages users to delete
their profile visible to strangers. We recommend | connections with users they rarely communicate
that your child turns off Quick Add, which can be @l with, to maintain their online safety and privacy.

done in the settings (accessed via the cog icon).
KEEP ACCOUNTS PRIVATE

CHAT ABOUT CONTENT {P Profiles are private by default, but children may

Talk to your child about what is and
isn’t wise to share on Snapchat (e.g. NG
don’t post explicit images or videos, or

display identifiable details like their school
uniform). Remind them that once something is
online, the creator loses control over where it
might end up - and who with. Additionally,
Snapchat’s ‘Spotlight’ feature has a #challenge

like TikTok’s: it’s vital that your child
understands the potentially harmful

consequences of taking part in these challenges.

make them public to gain more followers. Your

child can send Snaps directly to friends, but Stories\v
are visible to everyone they have added, unless they
change the settings. If they use SnapMaps, their
location is visible unless ‘Ghost Mode’ is enabled (again
via settings). It’s prudent to emphasise the importance
of not adding people they don’t know in real life. This is
particularly important with the addition of My Places,
which allows other Snapchatters to see the places your
child regularly visits and checks in: strangers, bullies
and groomers could use this information to engage in
conversation and arrange to meet in person.
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If a stranger does connect with your p
child on Shapchat and begins to make

them feel uncomfortable through

bullying, pressure to send explicit

images or by sending explicit images

to them, your child can select the three

dots on that person’s profile and choose o
report or block. There are options to state why
they are reporting that user (annoying or
malicious messages, spam, or masquerading as
someone else, for example).
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At National Online Safety, we believe in empowetring parents, carers and trusted adults with the information to hold aninformed conversation about online safety with their children, should they
feeliit is needed. This guide foctises on one app of many which we believe trusted adults should be aware of. Please visit www.nationalonlinescfety.com for further guides, hints and tips for aduits.
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With themes of horror and violence, it’'s important for parents and carers to understand the potential
risks posed for young audiences by the viral TV show, Squid Game. The nine-episode Netflix-exclusive TV
show is rated 15+ and is about a world where contestants who are deeply in debt play children’s games in
order to win cash prizes. The losers, however, are violently killed. The show’s popularity has meant it has

spread across online platforms, and there is a great risk of young people being exposed to unsuitable

scenes, meaning parents and carers have to be vigilant when allowing children to use devices.

VIRAL SPIN-OFFS

As well as Netflix, Squid
Game has grown in notoriety
and prevalence on other ~ - =
platforms, like TikTok and YouTube,
with clips of the show going viral. On
YouTube Kids, a number of successful
channels have taken advantage of
the Squid Game trend, creatin%
content such as “How to Draw Squid
Game Characters” videos. Its S
popularity has also led to the creation

of app games that put the player in

the role of a contestant who is killed if '

INAPPROPRIATE CONTENT

Some might argue that Squid
Game contains content that
might not even be suitable for
older teens, let alone young \
children. Characters are brutally’ X
tortured and killed through
stabbings or getting shot as a result
of rules developed and enforced by a
masked game master. The show also
features sexual content and threats of
sexual violence, as well as a strong
theme of gambling that runs
throughout the whole show.

Whilst the content is ver @)
much adult-themed, sor?llwe 4@
features of the show seem to
appeal to young children at
face-value. The name “Squid
Game” may be interpreted as a
rogramme aimed at children rather
han adults. The content itself, such as
the bright and childish aesthetics,
may aiso appeal to young children,
particularly as there’s a focus on
playground games to go with it.

Squid Game'’s pervasive presence on
social media has encouraged many
content creators to re-enact scenes
from the show, which has led to _
reports of children wantingto
also imitate those scenes
displayed on social media at !
home and in school. Much of this
content stems from the “Red Light,
Green Light” game from the first
episode, where contestants attempt to
make it ﬁast a giant animatronic girl
before she shoots them.episode, where
contestants attempt to make it past a

-

When using social media and
streaming sites, content is
recommended based on what

is the user has consumed i.e. what

your child being exposed to similar

violent or horror-themed content
on social media after watching a
show like Squid Game.

-
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()
Due to the viral nature of the S
show, even if your child has not seen ‘ ®
Squid Game, it's important to keep dan
eye on their behaviour. There have been
8 reports from schools of children “playing Squid
Game” in the playground and acting
aggressively towards the losers as a way to
replicate the consequences of losing in the TV
show. Viewing content that makes your child
feel uncomfortable could also cause them to
feel distressed or distracted, so it’s important
you can easily spot the signs.

'WATCH THE SHOW

If you’re trying to figure out whether you
should let your child watch Squid Game, it might be
a good idea to watch the show yourself first. Doing
so will allow you to get a better understanding of
the show’s content and themes, as well as help you

-~
~

Squid game has become a social media
craze and it’s possible your child will see
some content related to the show on

various platforms. Therefore, it's important
to be aware of which websites your child has
visited on their smartphone, tablet or laptop,
and to also keep an eye out for which
accounts they are following on social media
platforms, such as Instagram and TikTok.

WAVE OPEN CONVERSATIONS

aking sure your child is comfortable

audiences of different ages. If you are . telling you about what they see online can
unsure about the content your child is watching, = ?0 a long way to ensuring you are kept in the
check the age rating to see if the TV show or filmis | [oop about their online use. Showing an interest

deemed suitable for their =aelroue If not, try ~ inwhat your child is doing online gives you the
wqtching the show yoursel or qlking to other £:~ opportunlty to discuss what is and is not upproprlate for

parents who have seen it before to get a better Hoe Hol TS onaathin 5
: i ; g you'd feel comfortable
understanding of why it’s been rated a certain way. with your child being exposed to.
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Netflix has easilr accessible built-in
parental controls that allow you to set up
a profile for your child with a specific age
rating, block them from watching certain
shows and even lock their account so it can’t
be dccessed by anyone else. Netflix also allows
you to access your child’s viewing history to
make sure they’re not watching anything

inappropriate for their age. —
\ﬂg “l‘:';\‘
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Age ratings on TV shows and films

. their age group, and how they might recognise their own
feelings towards content they see.
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TikTok is a video-sharing social media app which lets people create, view and download looping 15-second clips.
Typically, these are videos of users lip-syncing and dancing to popular songs or soundbites (often for comic purposes),
enhanced with filters, effects and text. Designed with young people in mind, TikTok skyrocketed in popularity in 2019 and
has featured near the top of download charts ever since. It now has around a billion users worldwide

onnecting with others is simple on TikTok -
including commenting on and reacting to
users’ videos, followin% their profile and
downloading their content. The majority of
these interactions are harmliess, but -
because of its abundance of teen users -
TikTok has experienced problems with
predators contacting young people.

Most videos appearing on a child’s
feed are light-hearted and amusing.
However, some clips have been
reported for featuring drug and alcohol
abuse, themes of suicide and islelf—harm, o RED
oung teens acting in a sexually sugg
zvay. %he sheer volgume of uplou):'is is CENSO
impossible to moderate entirely — and since
TikTok Jump’s introduction in mid-2021,
users can view third-party content outside
the app. ATI IR
-~ il NS et & v u
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Like all social media, TikTok is designed to
be addictive. It can be hugely entertaining —
but that also makes it hard to put down. As
well as the punchy nature of the short video
format, the app’s ability to keep users
intrigued about what’s coming next mean
it’s easy for a 5-minute visit to turn into a
45-minute stay.

TikTo

of users lip-syncing and dancing to music.
Inevitably, some featured songs will contain
explicit or suggestive lyrics. Given the aﬂ)'s
young user-base, there is a risk that children
may view older users’ videos and then be
inclined to imitate any explicit language or
suggestive actions.

There’s an in-app option to purchase '
‘TikTok coins’, which are then converted J
into digital rewards for sending to content . .
creators that a user likes. Prices range from
99p to an eye-watering £99 bundle. TikTok
%4,? is also connected with Shopify, which allows
— users to buy products through the app.

The app has created its own
celebrities: Charli D'’Amelio and Lil
Nas X, for example, were catapulted
to fame by exposure on TikTok - —
leading to many more teens attempting
to go viral and become “TikTok famous™
While most as irin? stars hoping to be ‘the
next big thing” will find it difficult, setbacks
may in turn Frompt them to go to even more
drastic lengths to get noticed.

LEARN ABOUT REPORTING 4SS
AND BLOCKING ;

With the correct privacy settings applied,
TikTok is a relatively safe space. However, in
case something does slip through, make sure
your child knows how to recognise and report
inappropriate content and get them to come
to you about anything upsetting that they’ve
seen. TikTok allows users to report anyone
breachin? its guidelines, while you can also
block individual users through their profile.

MODERATE SCREEN TIME

(0/4 :
As entertaining as TikTok is, you can <

help your child to manage their time on it in

‘ The default setting for all under 16s” accounts to

s '?rivate'. Keeping it that way is the safest solution: |
it means only users who your child approves can

watch their videos. The ‘Stitch’ (which lets users
splice clips from other geople's videos into their own)
and ‘Duet’ (where you build on another user's content
by recording your own video alongside their original
features are now only available to over 16s. This might
clash with your child’s ambitions of social media stardom,
but it will fortify their account against predators.

USE RESTRICTED MODE

In the app’s ‘Digital Wellbeing’

Assuming your child is above TikTok’s
age limit, talk to them about what
they’'ve viewed on the app. Ask their opinion
on what’s appropriate and what isn‘t. Explain
why they shouldn’t give out personal details
or upload videos which reveal information
like their school or home address. In the long
run, teaching them to think critically about
what they see on TikTok could help them to
become social-media savvy.

ENABLE FAMILY PAIRING

‘Family Pairing’ lets parents and carers link their |

own TikTok account to their child’s. Through your
mobile, you can control your child’s safety settings
remotely - including limiting screen time, managin

their ability to exchange messages (and with whom

and blocking a lot of age-inappropriate content. TikTok’s
Safety Centre also provides resources for parents and
carers to support online safety among families. These
resources can be found on their website.

section, you can filterout

inappropriate content (specific % ,
content creators or hashtags, for e
instance) using ‘Restricted Mode’. This

can then be locked with a PIN. You should
note, though, that the algorithm moderating
content isn’t totally dependable - so it's wise
to stay aware of what your child is watching.
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the ‘Digital Wellbeing’ section. Under ‘Screen
Time Management’, you can limit the daily
permitted time on the app (in increments
ranging from 40 minutes to two hours). This
?re erence can also be locked behind a PIN.
hat wa¥, your child can get their re%ulur
dose of TikTok without wasting the whole day.
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